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1 Introduction

Credit Card fraud is a rare event. The incidence varies from bank to bank and country to country
but on average it represents less than 0.1% (EU average is about 0.08%) of all transactions and
accounts for about 0.2% of the total value of transactions.

But although rare, its impact is far from insignificant. In the UK alone, losses amount to £500M per
year ( APACS, http://www.apacs.org.uk ).

The total value of Credit Card transactions per annum for even a small Issuer is often hundreds of
millions of Euros. The low cost of ownership of DETECT means that, given an estimated loss of
0.2%, even the smallest bank would see benefit from DETECT, which would pay for itself very
rapidly.

DETECT is a new product based on many years experience of classification and optimisation
problems and the particular problem of credit-card fraud detection. Its risk-engine is based on a
unique algorithm that delivers high-detection performance. As well as addressing the central
problem of fraud detection, DETECT has been designed for ease of use, low care and
maintenance, and as such provides a cost-effective , non-invasive solution, with a remarkably lost
cost of ownership.

DETECT can be deployed to address fraud as experienced by lIssuers, Acquirers, Payment
Processors and Merchants.

Some of the benefits of DETECT are:
e Low Total Cost of Ownership Fraud detection needs to pay for itself. The return on
investment should be measured in weeks, not months and years, and the benefits should
be immediate.

» Alert Management allows you to control many aspects of the fraud management process:

v' Alert rate to optimise use of staff or maximise value of alerts

v' Alert ranking fast access to the current highest risk cases

v Risk-based routing route alerts to different personnel via a choice of channels
v" Choice of risk metrics financial risk exposure, probabilistic... to suit your risk policy
v' Transparent reporting provides full explanation of alerts to aid case investigation
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e Case Management Tools for risk assessment support

v" Account histories single click access to full account history

v" Annotations record notes and comments for individual alerts or cases
v' Case allocation allocate cases to users

v' Case sensitivity increase or decrease risk level for individual cases

* Immediate Results. DETECT is provided with preconfigured fraud models that allows it to
start detecting fraud immediately without the need for calibration or data-tagging.
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2 System Architecture

DETECT is designed to be easy to install and does not rely on any third-party software that is not
included with the software:

/ Systemn Architecture \\
* ltis a 100% Java application that includes its own alerts: screen / email / sms
Java Runtime Environment (JRE) so there is no
need to worry about your currently installed versions
of Java. It cannot interfere with other software and
their supporting libraries. Alert Manager

e It contains its own embedded database (IBM's
Cloudbase) for internal use.

* It contains its own web-server for the delivery of
pages to the browser-based user interface. This can
deliver pages to PC-based — and if required, hand-
held devices.

data

\ J

Other benéefits that result from the architecture of DETECT include:

* Cross Platform DETECT is a 100% Java application and will therefore run on any platform
that supports Java 5. (Solaris, HP-UX, AlX, Linux, Windows Servers, ...)

« Data Abstraction DETECT incorporates a data abstraction layer that isolates the data
sources from the internal logic. This means it can be easily configured to connect to and
use almost any database.

e Configuration Configuration is very simple. In most circumstances even setting up the
transaction protocol is simple as DETECT contains a highly configurable protocol handler
and message morpher. Support is also provided for ISO8583.
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« Robust DETECT has been designed so that it can recover from most types of failure of
hardware and other software without the need for time-consuming, and therefore costly
intervention by IT staff.

¢ Scalability The architecture of DETECT allows the system to scale as the transaction
throughput increases. Very high transaction rates are possible even on low-range
machines.
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3 Transaction Delivery

DETECT supports four modes of transaction delivery. This means that for the majority of
installations the system can be configured to integrate into your current IT infrastructure without
any impact on your current applications. It can be re-configured as your business processes evolve
and change.

3.1 ViaTCP/IP g Gateway ™

The transaction is sent over a LAN or WAN. t0: Message Morpher
Transactions can be sent and processed in batches. I

There are four modes of message exchange:

1. Pass Through Single. A transaction is received,
processed and then passed on with additional fields
indicating its classification. (Synchronous)

2. Pass Through Batch. A set of transactions is received,
processed and then passed on with additional fields L
indicating its classification as they are processed. focal or romote  network database

(Asynchronous) o i

3. Receive Response Single. A transaction is received,
processed and then details of the classification sent back as a response. (Synchronous)
4. Receive Response Batch. A set of transactions is received, processed and then details of

the classifications sent back as a single response. (Asynchronous)

1 Managerent and Routing

3.2 Via Connection to a host database

A transaction is read from a database. The database table can be polled at a configurable interval
or the availability of a transaction signalled via a bespoke mechanism (such as a Java stored
procedure and database trigger).

3.3 Via a flat file

A set of transactions is read from a file. The directory is polled at a configurable interval. The
directory can be either local or remote. When it is remote the file is FTP’ed back to the local server
and deleted from the remote server. Similarly, results are FTP’ed to the remote server.
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Three file formats are supported as standard:
1. CSV — Comma Separated Variable
2. XML — Xtended Markup Language
3. FWC - Fixed Width Column

Each of the above formats can be configured to accommodate most requirements and can contain
any number of transactions.

3.4 Via Remote Method Invocation
This allows you to integrate DETECT into your existing applications
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4 Message Morphing

Each message that is received passes through the Message Morpher that can completely change
the structure of a message, if required. This means that you do not have to worry about the format
of the messages sent to DETECT. By setting up a simple configuration file, messages can be
transformed into the required format. The Message Morpher provides mapping down to the bit-
level.

The Message Morpher is also used by the system to compress the data received, which it then
stores in a cache. Data caching is so efficient that millions of transactions can be stored in
memory, allowing users unprecedented rapid access to the transaction history. This is especially
useful for pattern detection (see next section).

The core functionality of the Message Morpher can be enhanced with the use of adaptors. These
are small light-weight Java classes written to perform a particular mapping task. Adaptors can be
used to add extra information to the basic transaction. Some simple examples would be:

¢ Country groupings or Regions
¢ Latitude and Longitude

e Local Time-of-Day

¢ Local Day-of-Week

e  MCC Groups

e Card-Limits

Other information can be added to the transaction via interfaces to host systems like for instance
the Card Management System.

5 Detection Patterns

:
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Detection Patterns are a powerful tool that allows the use of your expertise and understanding of
the types of fraud experienced to capture fraud as early as possible.
Some simple examples of Patterns are:
e all the transactions on a particular -
merchant above €1,000.
e count the number of restaurants visited by
cardholders in the last 24 hours.

Fatterns Engine \\

match score

The first example may be because of

information regarding a merchant and a wish to be
alerted whenever there is a transaction.
The second illustrates how patterns can be used user definitions to
detect ‘abnormal behaviour’. This also illustrates how

patterns can be used over a ‘window’ of time. As e
mentioned in the section above on the Message \. //
Morpher, the system uses a data-cache so that it can perform complex calculations based on the
transaction history for the current account.
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The Patterns Engine includes a comprehensive set of built-in functions for calculating
statistical values over a window or simple functions for manipulating data. The system includes a
mathematical expression parser that allows the user to combine these functions and expressions.

Patterns can also be lists, which means you can use them to detect such things as whether a card
is referenced in a hot-card list or the post-code is in a black-spot.

The flexibility of patterns allows you to detect very subtle features in the event stream, and while
patterns are very powerful the user interface has been designed to be intuitive and easy to use.
(Some example screenshots are shown at the end of this document.) The system is provided with
a set of patterns to get you started and which adapted or built on. This enables the system to detec
fraud as soon as it is installed.

6 Risk Engine

The Risk Engine computes the risk of fraud for each transaction based on historic data. It uses a
sophisticated algorithm based on many years' research in both fraud detection and related areas
that require the detection of rare-events.

The rarity of the fraud presents two particular |/~ Risk Engine \\,
problems:

1. How to deal with very sparse data, where there
may be only one or two exemplars of fraud in a
particular class of transaction. (Rare-event
detection is a problem that crops up in many
disciplines from nuclear reactors to pathology
test results.)

2. How to combine the output of each test, rule or
variable to produce an overall assessment of
the risk of fraud. (Combining the output of
different sensors is a problem that occurs in
robotics, and is a particular issue associated \_ data /)
with hybrid systems.)

match score

configuration

:
E
Q

Both of these problems are known to be technically difficult and different systems attempt to
address these issues by using a wide variety of techniques, but usually with onlu partial success.
The Risk Engine of DETECT uses techniques based on research in mathematics, robotics and
artificial intelligence that exploit the rarity of the event.

Such systems require training (also known as calibration), which can involve a great deal of time
and effort. The DETECT system uses incremental calibration, which allows it to automatically roll
the calibration forward without any operator intervention.

This means that once the system is installed and configured there is little need for further day-to-
day management, other than the processing of the alerts. Data tagging is important for the Risk
Engine to be effective; this can be aided by the SMS Customer Alerting facility (see next section).

The Risk Engine derives transaction variables from the current and historic data. Just a few
examples are:

¢ Rate of Spend — value per time period

* Implied Speed — time and motion between transactions
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¢ Repeat transactions

¢ Transaction Rate — number per time period

It uses these and many other variables and the thousands of possible combinations to identify rare
fraud events from the large volumes of data. The Detect Algorithm chooses the best differentiators
to identify these rare fraud events

The powerful algorithm used by DETECT can compute several different measures of risk. Each
measure has its merits but DETECT allows the user to choose.

6.1 Accumulated Risk

The risk of fraud for a particular transaction is calculated using models derived from the data. This
underpins all types of risk assessment. However, the probability alone provides a simple and
intuitive risk value. The risk is accumulated over a time period so that a rapid succession of high-
risk transactions will produce a higher overall risk. Conversely, an anomalous high risk will decay
away if not reinforced.

6.2 Accumulated Expected Loss

In its simplest form, the Expected Loss is the value of the transaction multiplied by the probability of
fraud. This is a much more natural measure of risk exposure. The Accumulated Expected Loss is a
more complex calculation that reveals the true exposure for the account and not the just the risk
exposure the current transaction. There are many benefits that flow from this calculation:

¢ Identification of highest financial risk over time

« Effective targeting of resources

* Prioritisation of Risk

6.3 Likelihood Ratio

This is the ratio of the two probabilities: the probability of getting a transaction of this type assuming
fraud and the probability of getting a transaction of this type assuming legality. It is a method of
comparing the two statistical hypotheses; the transaction is drawn from the fraud data, and the
transaction is drawn from the legal data.

;
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Q
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Alerts are generated when the selected risk exceeds a threshold. By adjusting the threshold the
number of alerts is controlled. As the threshold is lowered, the number of alerts increases. At the
extreme, if the threshold is reduced to zero then every transaction will be alerted and although a
100% detection rate could be claimed there will also be an overwhelming number of False
Positives. Choosing the threshold that provides the best detection-rate with an acceptable number

of alerts is often difficult.

The graph below illustrates this:
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There is a

threshold

where the percentage of alerts that are correct (the True Positive Ratio or TPR) is at a maximum.
Below this threshold fraud is missed (False Negatives). Above this threshold fraud is caught, but at

the cost of more false alerts (False Positives).

But at the maximum the most fraud can be caught for the least cost and effort. By tuning the alert-
rate it is possible to maximise the detection of fraud while minimising the Cost of Ownership in
terms of staffing levels. DETECT provides unique tools that allow this.

This is Alerts in general. DETECT actually [~ Alerts Manager R
supports several different types of alert and each alerts has
three priority levels: high, medium and low. This
enables thresholds for medium level alerts to be set to
the optimal value, with independent thresholds for
the high level alerts to catch high-risk incidents . and
the low-level alerts to sweep up the low-risk SeEEn Email S ones.
By differentiating alerts levels in this way users can
target resources and opt to be informed by email Alert Router or
SMS of particular alert types and levels.
Alert Generator
pattern scores gres Igs

. /
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7.1 System Alerts

System alerts are generated by the Risk Engine. The computation of the risk measures is based on
DETECT's built in algorithms. Each measure generates alerts. Enabling immediate visiblitytely
when the expected loss on an account exceeds a threshold.

7.2 Pattern Alerts

The user of DETECT can set up patterns that experience has taught to be good detectors of fraud
or to capture short term situations such as transactions from a particular merchant. Patterns allow
the user to use their specialist knowledge of their particular client-base. Further, variables derived
from the raw transaction data are also exposed (for instance, Rate of Spend) and can be included
in patterns.

7.3 Customer Alerts

A separate risk threshold (the customer risk threshold) can be enabled so that customers can be
sent an SMS message alerting them that their card has been used and detailing certain aspects of
the transaction (amount, time, merchant, etc). The customer only needs to reply to this message if
they wish to confirm that the transaction is fraudulent. A window in which a customer must respond
is configurable. After this time the transaction is assumed to have been confirmed.

There are many advantages to this mechanism:

1. Better detection. Not all transactions will result in a message to customers, only those that
exceed the customer risk threshold. This threshold can be set to be lower than the system
risk threshold allowing a greater number of false-positives. These alerts do not impose an
operational burden on the bank but are filtered by customer responses, allowing a higher
overall detection rate.

2. Immediate Feedback. The immediate feedback from customers allows all subsequent
transactions on the account to be blocked and causes the system to produce high-level
alerts.

:
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3. Performance. The information is available for immediate use by the system for calibration,
which again improves system performance.

SMS alert messages need to be sent via a Short Message Service Centre (SMSC) who typically
charge about €0.05 per message. So a medium-sized bank might expect to send about 1,000
messages per day at a cost of approximately €50.

To use customer-alerting the system needs access to a list that pairs mobile-phone numbers with
account numbers. This list can be imported into DETECT or DETECT can access this remotely.
Maintenance of such a list can be a costly burden if the bank does not have an online means of
capturing this information, hence DETECT can provide a means whereby a customer can send an
SMS message to the system quoting their account number. DETECT will record the mobile number
against the account number but does not enable customer-alerting until an operator has checked
with the customer and explicitly enabled it.
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Alerts can be controlled by thresholds, and Alert Notification Management provides control over
how the system provides alerts so that it can respond according to the bank’s own working
practices. There is no need to adapt to the system; the system can adapt to the particular
requirement.

8 Alert Notification Management

8.1 Alert Notification and Routing

Alerts can be sent via SMS to selected bank staff based on level of risk or other patterns such as
country, merchant category, etc.

8.2 Alert Escalation Policy

If an alert remains unread for a period of time, the alert can be escalated according to a
configurable policy. For instance, if a high-risk alert remains unread for 30 minutes, an email/SMS
message can be sent to senior members of staff.

8.3 Case-based alerts

Once an alert has been raised on an account it is often regarded as unnecessary to raise any
further alerts while the particular case is being investigated. DETECT provides this option and
although it will assess the risk of each subsequent transaction on this account and record it, it will
not raise further alerts until the block is cleared.

8.4 Alert Audit Trail
When an alert is read, the fact that it has been closed, when and by whom are recorded.

9 Measuring Detection Performance

;
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DETECT provides several means of measuring performance of both the Risk Engine and Patterns:

1.The percentage of fraud transactions detected for a given Alert Rate.

2.The percentage by value of fraud detected for a given Alert Rate.

3.The percentage of fraud cases detected for a given Alert Rate.

4.The false-positive ratio (FPR): the ratio of false to true positives. The FPR measures the ratio
of incorrect alerts to correct alerts. From an operational point of view we want the FPR to be as
low as possible.

5.ROC curves and Precision-Recall curves

6.Gini - the area above the diagonal of a ROC graph.
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The interface to DETECT is very simple to use. It uses a standard web browser allowing it to be
accessed from any authorised workstation and/or user (see section 12).

10 Interface

Multi-lingual. The language used by the interface is very easy to change and can support any local
language, including non-Latin scripts.

Configurable. The look and feel can be configured to suit.

11 Report Generation

DETECT provides several screens for summarising alerts over a period. However, it is often the
case that users wish to have access to tables to generate their own tailored reports.

For security and speed DETECT uses an embedded database that cannot be connected to from
outside the application. DETECT therefore provides an export mechanism whereby data can be
copied to an external database. The export mechanism also allows the data to be reformatted so it
is in a convenient form for generating reports.

DETECT can also export to any JDBC compliant database such as Oracle, Sybase, DB2, MS SQL
Server, etc. It can also export information to a simple CSV file for importing into spreadsheets,etc.

12 Security

All data held by the system is kept in an embedded database that cannot be connected to from
outside of the application. All account specific information is anonymised and encrypted.

Access to the system is controlled by a 3-tier authentication system that allows the bank to control
access to information.

;
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Users and workstations are subject to authentication. All user activity is logged.

The system requires few priviledges to run. It can therefore be effectively isolated, as required, to
conform with security policies.

13 Summary

Maximum detection with minimum cost
Minimum staff costs

Ease of Implementation - weeks not months
Platform Independence

Low Cost of Ownership

ANENENENEN
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Network overview of DETECT working together

Customers — customer alerts

SMSC

Trans action & ource

(host system) ;

Configurable
Protocel

SMEF

—

Bank Stafl - system/pattern alens

L egend:

SMEC — Short Message Service Centre
SMFPF - Short Message Peer to Peer protocol
HTTF = Huner-Text Transfer Pratonal
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Alert Screen — displaying alerts by transaction
High alerts are coloured red; medium alerts are yellow; low alerts are blue.
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Highest Risk Alerts by Account
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Highest Expected Loss Alerts by Account
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Alert Details Screen
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Detection Pattern Variable definition screen
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